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Abstract

We investigate the problem of identifying anomalies in
monitoring critical gas concentrations using a sensor net-
work in an underground coal mine. In this domain, one of
the main problems is a provision of mine specific anomaly
detection, with cyclical (moving) instead of flatline (static)
alarm threshold levels. An additional practical difficulty in
modelling a specific mine is the lack of fully labelled data of
normal and abnormal situations. We present an approach
addressing these difficulties based on echo state networks
learning mine specific anomalies when only normal data
is available. Echo state networks utilize incremental up-
dates driven by new sensor readings, thus enabling a de-
tection of anomalies at any time during the sensor network
operation. We evaluate this approach against a benchmark
— Bayesian network based anomaly detection, and observe
that the quality of the overall predictions is comparable to
the benchmark. However, the echo state networks maintain
the same level of predictive accuracy for data from multi-
ple sources. Therefore, the ability of echo state networks to
model dynamical systems make this approach more suitable
for anomaly detection and predictions in sensor networks.

1. Introduction

We investigate the problem of identifying anomalies in
monitoring critical gas concentrations using a sensor net-
work in an underground coal mine. Since the 1980s, elec-
tronic gas monitoring sensor networks have been introduced
in the underground coal mining industry. One of the main
problems in this domain until today is a provision of mine
specific anomaly detection. The ventilation monitoring sys-
tems have high false alarm rates, a potentially costly prob-
lem to mining operations, as alarms indicate potentially ex-
plosive gas concentrations and mines have to be evacuated
in case of an alarm. Systems currently in use are based
on flat line thresholds, and the natural, periodic variation

in gas concentrations increase the number of false alarms.
Furthermore, an intrinsic weakness of the current systems is
their ignorance of spatial relations between data gathered at
different sensor network nodes. These spatial relationships
between data could identify anomalies missed by individual
sensors. Conversely, the spatial relationships could explain
away the anomalies identified by the individual gas sensors,
thus avoiding false alarms. This weakness to handle com-
plex relations lies mainly in the way data from sensor nodes
is handled.

Existing systems integrate and interpret incoming data
in accordance with a manually determined set of rules, pro-
duce a risk profile, and autonomously initiate a response to
a breach of these rules. A problem with this approach is that
no clear-cut definition of abnormal situations with respect to
the concentrations of different gases exist, so that it is dif-
ficult to produce a good set of rules. The underground coal
mining industry has been struggling with the issues of mine-
based moving threshold levels for critical gases since the in-
troduction of electronic gas monitoring systems. No satis-
factory, scientifically validated methodology is currently in
use, providing a mine with its own specific moving thresh-
old levels. Best guess estimates, universal rules-of-thumb
and experience-based trigger points are the industry norm
[21].

In this paper we investigate a method for identify-
ing anomalies in sensor data that supports mine-specific
anomaly detection with no previous definition of abnormal
situations. We regard the gas concentration data as a dy-
namic system, where future values depend on current and
past values. Methods like feedforward neural networks, em-
ployed for processing time series data however implicitly
assume a functional dependency between their current in-
put and the output. To consider a history of inputs, previous
values have to be buffered outside the mechanism or explic-
itly coded into it. Other approaches, such as recurrent neural
networks, are able to compute outputs as a function over the
input history, but have traditionally only rarely been used in
practice due to long training times and intricate set up. Fur-



thermore, many approaches require all input data of a time
step to be present before it is possible to compute output
values, which is in conflict with sensor network methodol-
ogy where new data can arrive at any time.

To address these practical and methodological questions,
we present an approach for anomaly detection in sensor net-
works based on echo state networks [7]. Echo state net-
works (ESNs) are a particular type of recurrent neural net-
works and have the ability to model dynamic systems. Un-
like common recurrent neural networks, they do not suffer
from the problem of slow convergence in training.

We show that our approach using ESN leads to results
equivalent to an approach using Bayesian networks with
an explicit encoding of the history of inputs. Our anomaly
detection works with real-word data, and requires no com-
plicated parameter tuning. These features are important in
practice when anomaly detection is performed on sensor
nodes in a large network.

The main contributions of this paper are:

e We present an approach to discover anomalies in sen-
sor network data using echo state networks (Section 3).
Our approach supports an automatically learned, mine-
specific anomaly detection of gas concentrations.

e We evaluate our approach in the domain introduced
above — gas monitoring in underground coal mines —
against a benchmark using Bayesian networks with an
explicit encoding of the input history (Section 4). Our
domain is a real-world problem, an existing coal mine
sensor network with 27000 sensors distributed over
many nodes and several kilometers. Our data includes
gas concentrations of four different gases from a single
location with more than 68000 sensor readings each.

e We provide results of extensive experiments (Sec-
tion 5) using echo state networks for anomaly detec-
tion under conditions with lower amounts of memory,
computation and training data used. These results have
practical implications for the use of echo state net-
works in sensor networks.

Sections 6 and 7 contain a discussions of our results and
related work, respectively. Section 8 concludes the paper.

2. Identifying anomalies as novelty detection

Anomaly detection in environmental monitoring is one
of the important applications of sensor networks. There are
three fundamental approaches to creating a model of nor-
mality and abnormality, and to detecting anomalies in data
[6]: (a) detecting anomalies with no prior knowledge of the
data (by e.g. unsupervised clustering), (b) detecting anoma-
lies when a full model of the data can be built (supervised

classification), and (c) detecting anomalies when only nor-
mal (or only abnormal) data is available to create a model.
To follow an approach of type (b), a fully labeled set of
data would be required, which is, unfortunately, not always
available in our coal mining domain.

2.1. Anomalies in coal mine sensor data

The data we have available support an approach of type
(c) above, where we use data to create a model of normal-
ity and regard deviations from the model as abnormal. Ap-
proaches of this type are regularly called novelty detection
methods in the literature [6, 20].

In practice, situations with ventilation data identified as
abnormal can be anything from situations with simple ex-
planations and no special action required (e.g. a door un-
intentionally left open, machinery moving in the mine),
changes in the mine topology, or also by gas evaporations
or leakages, which could require the evacuation of the mine.
Obviously, the site personnel is interested in reducing the
number of false alarms caused by the flat-line thresholds
currently in use.

In our particular case, each node in the sensor network
monitors several different kinds of gases in order to ensure
safety and productivity in a coal mine. The data used in
this paper is real-world data gathered from a deployed coal
mine sensor network. In this network, each sensor node
measures gas concentrations at a 30 seconds interval of the
four different gases methane (CH,), carbon dioxide (COs),
carbon monoxide (CO) and oxygen (O2). The sensor nodes
in the coal mine pass on all data to a central node, so that
the problem of a distributed computation is currently not
pressing for us.

In general, the problem is to detect an abnormal event
distributed over different sensors, without a priory knowl-
edge of what exactly “abnormal” means, and an approach to
automatically learn mine-specific thresholds certainly sim-
plifies the current way of anomaly detection. For the time
being we regard anomalies in the coal mine sensor network
as irregular patterns in multiple time series, i.e. a combina-
tion of CH; — CO5 — CO — Os.

3. Anomaly detection using ESN

The data in our domain typically exhibit both cyclical
and chaotic dynamics. We use the 68194 readings for each
sensor type at one node, collected during a period of slightly
over 3 weeks when no abnormality was identified by the
system in use.

With only normal data available, the basic idea of our
approach is as follows: using the available data, we create a
dynamical model of the gas concentration. During runtime,
anomalies are computed as deviations of the incoming data



from the predictions of the model. The initial threshold for
deviations has to be set by the site personnel; once statistics
of false and correct alarms have been collected, a thresh-
old for a specified false alarm rate A can be set using the
Neyman-Pearson test:

5\ p(false alarm) 0

p(correct alarm)

3.1. Modeling gas concentrations using echo
state networks

A possible approach predicting gas concentrations is re-
current neural networks, as these are able to model dynamic
non-linear systems. Traditionally, however, recurrent neural
networks have only rarely been used in practice, because of
the slow convergence on training methods even for a small
number of neurons.

ESN provide a specific architecture and a training pro-
cedure for recurrent neural networks that aims to solve the
problem of slow convergence [7]. The basic idea is to inter-
nally use a random recurrent neural network as a dynamic
reservoir (DR) of neurons. Input and output units are con-
nected to the DR using random connections. To train the
network, a training signal is fed into input units, while the
teacher signal is written to the output units. The weights
of the output units are computed as the linear regression
weights of the teacher signal on the states of the DR. That
means, instead of changing all the weights of the network,
only weights of the output units are updated during training
(see also Figure 1).

Y
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Figure 1. The basic ESN architecture. The
dashed connections to the output units are
the only connections changed during train-

ing.

Brief formal description More formally, an ESN con-
sists of K input units, N internal units and L output
units. Then, activations of input, internal, and output

units at time step ¢ are u(t) = (uy(t), ..., ux(t)), x(t) =
(x1(t), s zn(t)), and y(t) = (y1(t),....yr(t)), respec-
tively. Connection weights between units are kept in four
connection matrices. There are K x [N weights in the input
weight matrix W' = (w!"), N x N weights in the internal
weight matrix W = (w;;), L x (K + N + L) weights in
the output weight matrix (i.e. direct connections from input
to output units are possible), and L x N weights in a matrix
Wack — (wfj‘wk) for connections projecting back from the
output to internal units.

The activation of internal units is calculated as
x(t+1) = f(Wru(t + 1) + Wx(t) + WPy (1)), (2)

with f = (fi,..., fiv) the output functions of the internal
units — a sigmoid function for the experiments in this paper.
Similarly, the output is computed as

y(t+1) = £ (W (u(t + 1), x(t +1),y(1). 3)

with fout = (feut ., f9“!) the output functions of the out-
put units and (u(¢+1),x(t+ 1), y(¢)) the concatenation of
input, internal, and previous output activation vector [7].

Motivation ESN share the idea of using randomly con-
nected internal units as DR together with the related Liquid
State Machines [13]. Therefore, both approaches are also
called “reservoir computing methods”. Using the DR, in-
put is non-linearly projected into an high-dimensional state
space. Connected to the DR, linear output units can be
trained and used to provide outputs at any time (see also
[13]). Because the random DR is not task-specific, the same
ESN can be used to solve different tasks in parallel: the
only connections that have to be trained are the ones for
the task-specific output units, and there could be several of
them connected to the same DR.

According to our knowledge, ESN have previously not
been applied in sensor network settings yet. However, an
approach for anomaly detection using ESN seems promis-
ing, because (a) ESN are capable to mimic dynamic sys-
tems, (b) have shown to predict chaotic time series better
then any previous technique [10], and (c) ESN could help
to reduce synchronization issues, because they can provide
outputs at any time. In addition to solving a practical prob-
lem, our investigation is intended to advance the applicabil-
ity of ESN to sensor networks in general.

With the different outputs of the sensors, different ap-
proaches to prediction are possible: (a) predict the concen-
tration of a gas using previous concentrations of that gas,
and (b) predict the concentration of a gas using previous
readings of all available sensors at the same location.



3.2. A benchmark using Bayesian networks

Bayesian networks [18] are an alternative approach to
detecting anomalies in sensor network data. To compare the
performance of our approach, we train a Bayesian network
to model and predict the same time series.

In a Bayesian network, each random variable is indepen-
dent of its non-descendants in the graph given the state of
its parents. This independence can be exploited to reduce
the number of parameters needed to characterize the net-
work. Thus it is possible to efficiently compute posterior
probabilities given some evidence or observations. One set
of probability parameters are encoded for each variable, in
the form of the local conditional distribution given the vari-
ables parent. Using the independence statements encoded
in the network, the joint probability distribution is uniquely
determined by these local conditional distributions [3, 11].
Inference in a Bayesian network can be used to directly per-
form anomaly detection by computing likelihoods. Here,
however, we use the inference to do predictions of sensor
readings for comparison purposes.

We use capital letters such as X, Y for names of random
variables, and lower cases x, y for values taken by these
variables. A set of variables such as { X7, Xo, X3} are writ-
ten as X, likewise, a set of values such as {x,zo, 23} are
written as xz. Thus, = are values taken by X. Let P(U)
be a joint probability distribution over U = {Xy, ..., Xi},
where X; is a random variable expressed by a node of the
network. A Bayesian network for U is a pair B = (G, ©).
The first component, G, represents the graph structure of
the network. G is an acyclic directed graph whose nodes
correspond to the random variables X1, ..., X , and whose
edges represent direct dependencies between the variables.
The second component, O, represents the set of conditional
probabilities that quantify the nodes of the network. It con-
tains a set of parameters Ox, i, = Pp(X;[ILy,) for each
node X; , where Il x, denotes the set of parents of X; in G.
A Bayesian network B defines a unique joint probability
distribution over U given by

k k
PB(U) = HPB(X1|HX1) = HaXﬂﬂxi (4)
i=1

=1

In Bayesian networks in general, the learning process is
to estimate the parameter set © as well as to find the struc-
ture of the network, G. The objective in the learning is to
find a B = (G, O) that “best describe” the probability dis-
tribution over the training data [19].

3.3. Overview of our approach

Section 4 contains the details of our approach:

e In Section 4.1 we describe the details of training the
ESN to detect anomalies within the coal mine sensor
network data. The task of the ESN in this approach
is prediction rather than the entire anomaly detection,
and an anomaly is detected when there is a larger than
specified deviation from the prediction.

e For a benchmark, we set up a Bayesian network for
predictions, using the same data sets (Section 4.2).

e Going from this benchmark, we change the setup and
the training of the ESN to evaluate scalability of our
approach. Dependent on available hardware and train-
ing data, the evaluations described in Sections 4.3 and
4.4 are relevant for different sensor network nodes.

4. Details
4.1. Predictions based on single sensors

Predicting gas concentrations based on readings of only
that type of gas involves using a single ESN for each type
of gas. We aim to use the default configuration of the ESN
Matlab toolbox [9] without major changes: the ESN has
30 randomly connected internal units, with a connectivity
of 10% and a spectral radius of 0.5 for the connection ma-
trix. The weights of the input units are random in the range
[—0.1..0.1]. The units we are using are standard additive-
sigmoid neurons. To train the ESN, we split the data into a
training set and a test set (50% each). The ESN is trained by
“teacher forcing”, i.e. the input units are driven by the train-
ing data, while the output unit is set to the desired output.
During this process, the network state is stored for each of
the steps. From this data, we compute new output weights
(for more details on this procedure, we refer to [8]) and the
ESN can be used. In case of a one-step prediction of a sin-
gle gas concentration, we use two input units: one input
unit is just driven by a sequence of ones in order to avoid
symmetries, and the other unit is driven by the actual gas
concentration at time ¢. The output unit is teacher-forced by
the concentration of the same gas at time ¢ + 1.

To evaluate the performance of the trained ESN, we cal-
culate the normalized root mean square error (NRMSE) of
the n predictions p of the ESN against the test data z by

NEMSE — szl_l(z(i) L

n var(z)

where var(z) is the variance of the test data.

In both the training and the exploitation of the ESN, it is
a common procedure to not use the first 100 values of a se-
quence to “wash out” the effects of the initial network state
(see [8], the actual number depends on the network size).



All NRMSE of ESN reported in Section 5 are actually av-
erage errors of 10 experiments using the same setup, as sin-
gle results may slightly vary due to the random connections
weights of the DR.

4.2. Benchmark using a Bayesian network

For a comparison of the prediction capabilities of the
ESN, we construct a Bayesian network with explicit access
to the history of inputs. Let a single variable time series
be X = {z1,22,...,xn}, where N is the total number of
data points in the series. We can embed this data in a d-
dimensional phase space as the following [17]:

Yt = (T4 Tp 15000 Te—dt1)s 6

where d is the embedding dimension, and ¢ = d,d +
1,...,N.

Figure 2. The model used for learning and
predicting data in embedded phase space. It
is a (d — 1)-th order Markov model presented
in Bayesian network representation.

Figure 2 shows the model used to learn this data. The
network is constructed from the underlying dependencies
in a time series, that is the data at time ¢ is dependent on the
dataattime ¢t — 1, ...,t — d + 1. The joint distribution of the
model is

P(U) = P(Xt|Xt71,--.,Xt,d+1) X
d—2

P(Xi—ap) [ P(Xemil X (rny)s (D
k=1

where U = {X;,X; 1,..., Xt g1} All the nodes
are modeled as one dimensional Gaussian. For exam-
ple, a Bayesian network model of Fig. 2 with d = 3
has the dependencies as Xy o — X; 1 — X; as well
as X;_2 — X;. The joint distribution of the model
is P(U) = P(Xy| X1, Xy 2) P(X¢-1| Xy —2) P(Xi-2),
where each P(-) is a Gaussian or a conditional Gaussian
distribution.

Since we provide the structure of the Bayesian network,
only the parameter set © needs to be learned. The Max-
imum Likelihood (ML) algorithm [14, 16] is thus used to

estimate ©. In the ML estimator, the likelihood function,
p(x]@), is treated as a function of ¢ for fixed x, where 2% is
the j-th data sample for the node X; in the Bayesian net-
work. This likelihood function can be used to evaluate the
choices of #. The ML estimator choose the value of 8 that
maximizes the probability of the data x:

0r 1, = arg maxy p(x0). (8)

To compare the quality of the predictions computed by the
ESN, we use the learned Bayesian network to do prediction
as well. In a Bayesian network, the probability distribution
of a child node can be computed given the values of its par-
ents. In our case, this is the prediction of values in X; in
Figure 2 given the values of {X¢ 1, ..., X4 g1}

Benchmark data sets We create four different train-
ing/test sets with four different gases each from the basic
time series data to compare ESN and the Bayesian network
benchmark: set 1 containing a 50/50 split of raw sensor
data, set 2 containing a 50/50 split of smoothed sensor data,
set 3 containing a 50/50 split of raw sensor data with 5%
white noise added, and set 4 containing a 10/90 split of
smoothed sensor data.

4.3. Predictions based on multiple sensors

Instead of using a separate ESN for each of the sensor
inputs, it is possible to connect all available sensors at the
same location to input units of the same ESN and compute
predictions of single gases by using all of the available sen-
sor information. We use the same ESN setup as above, but
instead of two input units we use six: again, the first unit is
driven by a sequence of constant values, and the other five
units get the sensor readings for CHy, CO4, CO, O3, and
the atmospheric pressure. The output units attached to this
ESN are trained to predict these sensor readings using the
combined data sets from the single input prediction bench-
marks. For each required prediction, a different output unit
can be attached and trained to the same DR of the ESN
in parallel. Using just one neural network instead of four
in a sensor network node reduces the amount of memory
and computation used, e.g. for moderately equipped sensor
network nodes. A further application of using several in-
puts and outputs to the same ESN would be to create a dis-
tributed model of neighbor sensor nodes: if, in each sensor
node, the same “random” reservoir is created, neighbors just
need to communicate the output weight matrix to transmit
the model. The local ESN could then be trained to perform
predictions on readings of its own and neighbor sensors.

Multiple sensors data sets We use the four different
training/test sets with four different gases from above to



compare the approach of using single ESN for each gas
against the approach of using just one ESN for all gases.

4.4. Trade-offs between ESN parameters

The final two evaluations of ESN using underground coal
mine sensor network data involved changing two of the ba-
sic variables to neural network training in each case: (1)
the amount of training/test data used, and the number of in-
ternal units of the ESN, and (2) the amount of noise added
to the data, and the number of internal units of the ESN,
respectively.

For (1), we vary the amount of training/test data used
from the 50/50 default in steps of 5 percentage points down
to 5/95, while we vary the number of internal units from 30
down to 3 in steps of 3 units. For (2), we artificially add
white noise to the data, in 10 steps from 1% to 10% of the
maximum value of the training/test data, while we vary the
number of internal units again.

Trade-offs data sets We use the smoothed data train-
ing/test sets with four different gases to compute trade-offs
of the respective parameters (data with added white noise if
applicable).

5. Results

For each gas in each data set, the prediction errors
(NRMSEs) of the respective approach have been computed.
As explained above, in case of ESN predictions this in-
volved computing the average NRMSE of 10 freshly cre-
ated ESN for each experiment. For some of the experiments
we present plots of the predictions or prediction errors, ad-
ditionally.

5.1. Predictions based on single sensors

The ESN performed equally well to the Bayesian net-
work in all of the prediction tasks. Table 1 shows the NRM-
SEs of runs of both the ESN and the Bayesian network for
the four benchmark data sets. None of the tests shows a
significant difference between the two techniques. Figure 3
shows plots of the test data vs. predictions of the ESN and
absolute errors for the smoothed data set.

5.2. Predictions based on multiple sensors

Results from the last subsection show that the anomaly
detection approach using ESN predictions gives results
equivalent to using BN predictions. From here, we change
the setup of the ESN and compare the results against the
ESN benchmark from above. We use one ESN to predict all

Table 1. Comparison of prediction errors
(NRMSE) between ESN and Bayesian net-
work.

Data set NRMSEgn | NRMSEgsn Diff.
Smoothed  CH, 0.0404 0.0403 0.0001
CO» 0.0210 0.0198 0.0012
co 0.0468 0.0511 -0.0043

Oz 0.0302 0.0302 0.0
Raw CH, 0.6894 0.0678 0.6216
CO2 0.0253 0.0248 0.0005
coO 0.0891 0.0957 -0.0066
02 0.1214 0.1237 -0.0023
Raw CH, 0.2598 0.2579 0.0019
+5% noise  CO2 0.2110 0.2108 0.0002
co 0.2399 0.2422 -0.0023
Oz 0.9927 0.9941 -0.0014
Smoothed  CH, 0.0374 0.0404 -0.003
10/90 CO, 0.029 0.0448 -0.0158
co 0.0520 0.15 -0.098
02 0.0348 0.0429 -0.0081

four gases instead of a separate ESN for each of the gases.
Table 2 gives the complete results, Figure 4 shows graphs
for CHy4 and COs predictions. In most cases, predictions
involving just one ESN totally instead of one ESN for each
gas have an equivalent prediction quality, with two excep-
tions: when all available data is fed into the ESN, the pre-
diction error of the raw CO series increases by a factor of
3. In the case of using only 10% of the data for training, the
CO series prediction causes almost only half the error when
using all available sensor inputs.

5.3. Trade-offs between ESN parameters

To further explore ESN-based anomaly detection, we
trade off the number of neurons in the dynamic reservoir
and the amount of training data (see Table 3 and the plots
in Figure 5). The prediction quality for higher amounts of
training data does not vary significantly with the numbers of
internal units. For small amounts of training data, the best
prediction performance is achieved with a smaller number
of internal units. The prediction quality does not vary sig-
nificantly with the number of internal units.

To verify this behavior with a time series where a higher
number of internal units is required, we ran an experi-
ment with an artificial time series created by the function
f@) = sin(%), with ¢ = 0,...,N. We have chosen
N = 68193 to create a series of same length as our test
data and added 5% white noise (results in Table 4). As for
our sensor data, for any fixed number of units, the results
get better with an increasing amount of training data. For
low amounts of training data the results get worse by using
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Figure 3. Results of training of predicting sensor readings. The red line shows the teacher signal,
the blue line the prediction, and the green line at the bottom of each graph the difference between
both. Top row: gas concentrations of CH,, CO.. Bottom row: CO and O .

Figure 4. Prediction and difference to sensor readings of CH, (left) and CO- (right) based on previ-
ous values of all gases and the atmospheric pressure.



Table 2. Comparison of prediction errors
(NRMSE) between separate ESN for each gas

(ESN;) and one ESN for all gases (ESN,).

Data set NRl\/ISEESNl NRI\,’ISEESN4 Diff.
Smoothed CH, 0.0403 0.0437 -0.0034
COs 0.0198 0.0247 -0.0049
CcO 0.0511 0.0489 0.0022
02 0.0302 0.0294 0.0008
Raw CH,y 0.0678 0.0722 -0.0044
COz 0.0248 0.0273 -0.0025
CcO 0.0957 0.0895 0.0062
O3 0.1237 0.3624 -0.2387
Raw CHy 0.2579 0.2634 -0.0055
+ 5% noise  CO2 0.2108 0.2136 -0.0028
CcO 0.2422 0.254 -0.0118
O 0.9941 0.9935 0.0006
Smoothed CH, 0.0404 0.0599 -0.0195
10/90 CO2 0.0448 0.0356 0.0092
CcO 0.15 0.0826 0.0674
O 0.0429 0.0458 -0.0029

more units. When “enough” training data is used, adding
more units improves the results.

When varying the noise for different numbers of internal
units, higher noise leads to bigger errors. For a fixed level of
noise, the number of units does not play a significant role for
the prediction error (Table 5 and Figure 6). The same (high)
amount of training data has been used in this experiment.

6. Discussion

We have shown that an approach for anomaly detection
based on ESN can achieve results of equal quality compar-
ing to an approach using Bayesian networks with an ex-
plicit encoding of past inputs. For the tests involving ESN,
we used the Matlab toolbox for ESNs almost “as is”, with
no parameter tuning and the training function and the num-
ber of input/output units changed for our time series. We
have also run experiments (not previously mentioned in this
paper) with a higher number of internal units with no sig-
nificant improvements of prediction performance using the
same data. The ESN Matlab toolbox learned and predicted
the time series significantly faster than the open source
Bayesian network Matlab toolbox [15] we used. However,
neither of the toolboxes is optimized for performance, and
our own implementations show that computation times of
the Bayesian network can be drastically reduced by omit-
ting code not used in our application. Because of this, we
do not compare execution times of the two approaches here:
the results would not be meaningful for sensor network ap-
plications, because practical implementations would be tai-
lored to sensor nodes and a specific purpose anyway. To

nevertheless provide a rough idea on the time used with
both approaches we can say that training and predicting our
time series consisting of over 68000 data points (split S0/50)
takes less than half a minute on a 2 GHz Intel Core 2 Duo,
2 GB of RAM using ESN, and roughly half an hour using
Bayesian networks.

The results of the ESN predictions using all available
sensor data as input seem surprising at first: even though
more of the available information is actually used, the pre-
diction quality decreases in one case, and remains equiva-
lent in almost all others. Only in one case, the additional
data increases the quality of the predictions. A likely expla-
nation for the decrease is that the single gases do not provide
much information for concentrations of other gases (also
due to the fact that natural air consists of more gases than
the measured four). The learning task for the ESN gets ac-
tually harder because it has to filter the right data *“streams”
among several possible ones. In most cases, the prediction
quality remains the same, so that using one ESN for all sen-
sors on a node appears viable.

Similarly surprising is the result of the experiments com-
puting relations between the number of internal units and
the training data: starting from the standard setup, a de-
crease of training data decreases the predictive performance
at the low end as expected. However, a simultaneous de-
crease of internal network units helps to maintain the error
close to the original error. This is surprising because ESN
are based on the idea of using a large pool of units — for our
training data however, a low amount of internal units in con-
junction with less training data works almost equally well.
The reason for the good results with only few internal units
may lie within the data we used (e.g. due to a lower than
expected dimensionality of the data). Providing an explana-
tion for the increase of the error by increasing the number
of units when using a low amount of training data is a sub-
ject of future work. For practical purposes, this means that a
low amount of available training data could be compensated
by using a smaller ESN. Using an artificial time series, we
have also shown that, for different types of data, the number
of internal units has to be bigger than just a few nodes, and
actually plays an important role for the prediction quality.
The number of connection weights updated during training
grows linearly with the number of internal units.

7. Related work

Anomaly detection has different applications in sensor
networks. Examples are varying sample and communica-
tion rates, detection of unusual behavior of environment or
sensor network hardware, or compression of data. In some
cases, anomalies are taken as a sign for a possible intru-
sion into the network. Varying communication rates can
help saving energy, with the basic idea that normal, i.e. pre-
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Table 3. NRMSEs for ESN using a varying number of units in the dynamic reservoir with a varying
training/test data size. Each NRMSE is an average of 10 trials.

3 units 15 units 30 units
5% 25% 50% 5% 25% 50% 5% 25% 50%
CHy | 0.0425 | 0.0404 | 0.0406 || 0.0468 | 0.0397 | 0.0403 || 0.0868 | 0.0396 | 0.0402
CO3 | 0.0299 | 0.0295 | 0.0207 || 0.0789 | 0.0280 | 0.0211 || 0.1208 | 0.0298 | 0.0197
CO | 0.0624 | 0.0516 | 0.0462 || 0.1027 | 0.0535 | 0.0506 || 0.1499 | 0.0554 | 0.0562
(02 0.0362 | 0.0340 | 0.0306 || 0.0526 | 0.0336 | 0.0302 || 0.0871 | 0.0336 | 0.0302

Table 4. NRMSEs for ESN with an artificially created time series using a varying number of units in
the dynamic reservoir with a varying training/test data size.

3 units 30 units 300 units
5% 25% 50% 5% 25% 50% 5% 25% 50%
sin(27t? /68193) + 5% noise | 2.1529 | 1.010 | 1.0091 || 7.9781 | 0.7173 | 0.7041 || 61.7641 | 0.2176 | 0.1972

dictable data is not communicated and only abnormal (read
“interesting”) data consumes energy by being transmitted.

In [20], the authors perform anomaly detection using a
modified time-based Multi-Layer Perceptron (MTBMLP).
These neural networks consist of multiple time-based multi-
layer perceptrons (MLPs) connected to a single MLP. Time-
based MLPs are feedforward neural networks with multiple
layers, where inputs are time-delayed values. They are used
as predictors for functions y = f(z). The MTBMLP is used
for prediction similarly to our approach, with the differ-
ences that (1) the predictions are dependent on the values of
the previous step only, and (2) learning is also used during
runtime to adapt to long-time changes of the environment.
As mentioned in the introduction, (1) is a problem inher-
ent to feedforward neural networks. Point (2), the online-
learning of changes in the long-time behavior of time-series
is an interesting feature of the approach, but it depends on
the application if it is a desired one. There is no principal
reason preventing online-learning with our approach.

A distributed approach to model sensor network data
based on kernel linear regression is presented in [4]. Nodes
in the sensor network fit a global function to local mea-
surements. Communication in the sensor networks is re-
duced by transmitting (constraints on) the model parame-
ters, rather than data. In our approach, the dynamic reser-
voir of local ESN can be regarded as a kernel, and together
with the learned output weights describes a non-linear, dy-
namic model of the data of the respective node. This model
can be transferred to neighbour nodes in a compact way
by using the same “random” reservoir on each node and
just transmitting the output weights, as already mentioned
above. With the functional descriptions of models in [4],
it is however easier to compute different single points of a
time series.

The idea to see intrusion into a computer system as an
anomaly was described already 20 years ago [1]; likewise,
there are also approaches as the one in [22] applying the
basic idea on a sensor network. The work in [2] can be de-
scribed as a special type of anomaly and intrusion detection
for wireless sensor networks in adversarial environments.
Here, anomalies in localization information is assumed to
be caused by intruders, and the developed scheme helps to
detect anomalies in the localization of single nodes.

Causes of anomalies can be detected by Kim and col-
leagues [12]. They use Bayesian networks to detect anoma-
lies in a monitored office environment, and they use them to
also model causes of these anomalies. In their approach, it
is possible to trace and visualize sensor relations, a feature
that is supported by bayesian, but not by neural networks.

In [5], the authors use dynamic Bayesian networks to
detect anomalies in environmental sensor network data for
quality assurance and control. Two different strategies for
detecting anomalies are developed in this paper, with one of
them also able to indicate likely causes of faulty measure-
ments.

8. Conclusions and further work

We presented a systematic evaluation of an anomaly de-
tection technique for sensor networks based on ESN. Our
approach enables an automatically learned, mine-specific
anomaly detection of gas concentrations. While solving
a real-world problem, we compared our approach against
a benchmark with an explicit encoding of the input his-
tory. We provided results of extensive experiments using
echo state networks for anomaly detection under conditions
where lower amounts of memory, computations and train-



Table 5. NRMSEs for ESN using a varying humber of units with a varying amount of noise.

3 units 15 units 30 units
1% \ 5% \ 10% 1% \ 5% \ 10% 1% \ 5% \ 10%
CH4 | 0.0899 | 0.3188 | 0.5530 || 0.0877 | 0.3110 | 0.5327 || 0.0869 | 0.3095 | 0.5302
CO3 | 0.0597 | 0.2287 | 0.4198 || 0.0593 | 0.2213 | 0.3992 || 0.0591 | 0.2203 | 0.3969
CO | 0.0718 | 0.2409 | 0.4291 || 0.0767 | 0.2313 | 0.4104 || 0.0777 | 0.2314 | 0.4078
(2 0.5620 | 0.9833 | 0.9979 || 0.5292 | 0.9715 | 0.9969 || 0.5249 | 0.9663 | 0.9964
ing data are used. These results have practical implications [11] F. V. Jensen. Bayesian Networks and Decision Graphs.

for the use of echo state networks in sensor networks.

Concluding, we believe ESN can help to solve the prob-
lem of high false alarm rates in sensor networks for under-
ground coal mines. For future work, we plan to expand on
the idea of using ESN distributively in clusters of sensor
nodes, using data from different domains, as well as doing
longer term predictions for anomaly detection with entirely
unlabeled data.
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